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LEAD IT SECURITY

Career Objective

Contribution to the Information age, by actively participating as an Information Security Professional in a Growth 
oriented and rewarding organization where individual contribution is valued and Team Participation is promoted.

Summary of Experience

INFORMATION SECURITY
More than 7 years of cumulative experience in Information Security Management, Information System Auditing, 
Business Continuity Planning and Information Systems Management. I have handled various responsibilities 
starting from an Engineer trainee role to of consultant moving into Project Manager and the latest one is of Head 
of Information Technology Security and Compliance (Legal and Regulatory, Certification ISO 27001, ISO 9000). The 
nature of my responsibilities has required a high degree of interaction at different levels of the organizations, 
from top management and the board level to the operating and ground level employees. A keen strategist with 
expertise in managing information security practices, business continuity, network and telecom management with 
key focus on budget, quality, and timelines by ensuring optimal utilization of resources.

Executive Profile

An effective communicator with strong Team Management, Analytical and Problem-solving skills with exposure to 
various dimensions of Information Security such as Strategic Planning, Processes, Compliance and Security 
Solutions.

Development, Implementation and Maintenance of ISMS framework for the organization.  Development of key 
security policies, guidelines, checklists and procedures for ISMS and rollouts of the same. Conducted periodic 
ISO27001 Process reviews, Internal Audits, Security Trainings, Patch Reviews, Vulnerability Briefings, ISO27001, 
ISO20000 awareness sessions to personnel across the enterprise. 

Good experience in conducting Risk Assessments for Systems, Applications and Infrastructure related projects.   In 
charge of application risk assessments and application security initiatives at Tulip Telecom Limited for Data Center, 
NOC and Managed Services across India. Conversant with Multiple Risk assessment methodology (OCTAVE, FAIR). 
Familiar with various IT GRC tools for Risk and compliance automation. 

Deployment and Management of Security Incident and Event Management (SIEM) Open Source Solution  for SOC 
at Largest MPLS VPN Telecom Company (INDIA). SIEM was used for Incident handling, Log Correlation and analysis 
of various logs. 

Computer Security Incident Handling, Vulnerability Analysis, Application Security Testing and Penetration Testing 
using vulnerability scanners, packet crafting, sniffing and other hacking tools. Security Configuration Audit / 
benchmarking of different Operating systems, web servers, Mail servers, Routers, Firewalls, IDS and other 
networking devices. Implementation knowledge of ISO 27002 policies and procedures. 

Development and Implementation of Information Security Program, Aligning Business Objectives with Information 
Security and Information Technology Objectives. Driving and Steering Security initiative across all levels of 
organization.

Professional Background

Sistema Shyam Teleservices Limited, Gurgaon, Haryana (India)
Lead IT Security, 2009 to Present
Plan and Establish an effective Information Security Management System (ISMS) with the help of external patners 
and consultants, enabling organization to address information security, regulatory and compliance requirements.

h Establish Information Security Management System for the organization.
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h Conduct Threat and Vulnerability Assessment for organizational information and technological assets.

h Assess, recommend and coordinate Compliance, Legal and regulatory requirements related to IT Systems.

h Plan and Coordinate Information Security Education, Training & Communication within organization.

h Ensuring Security Program Governance for certification and subsequent compliance.

Tulip Telecom Limited, Delhi
Head IT Security, 2008 to 0200
Responsible for overall IT Security and Compliance (Regulatory and Certification Responsible for implementation, 
monitoring and review of ISMS including alignment to legislative and industry leading security practice standards. 
Responsible for developing and executing Security Risk Assessments and Risk Management. Ensure internal and 
external audits occur, with adequate plans in place to remediate findings.

h Identifying the Information Security requirement of the Organisation

h Aligning business processes to the Information Security needs of the organisation

h Designing  Information Security framework for the organisation

h Identifying the current risks and bringing about mitigating controls through process and technology.

h Managing the development and implementation of Information security policy, standards, guidelines and 
procedures to ensure ongoing maintenance of Information security.

h Reviewing the Information Security scorecard of the organisation and bringing new controls to enhance 
security posture.

h Approving the changes in the network security architecture, network access and monitoring policies.

h Act as the organization's representative when dealing with law enforcement agencies while pursuing the 
sources of network attacks and information theft by employees.

h Plan and test responses to security breaches, including the possibility for discussion of the event with 
customers, partners, or the general public. 

h Oversee the selection testing, deployment, and maintenance of security hardware and software products as 
well as outsourced arrangements.

h Manage the developments and implementation of information security training and awareness programs.

h Update the management on Information security developments and initiatives. 

h Drive and maintain all Certifications like ISO27001, ISO20000.

h Overseeing incident response planning as well as the investigation of security breaches, and assist HR with 
disciplinary and legal matters associated with such breaches as necessary.

h Identifying new security solutions to enhance the security posture of the organisation.

h Interact with consultants and vendors for managing operations and independent security audits (Internal and 
External)

h Preparation and Conduct of Standard Audit Program in lines with Tulip IS Policy and ISO 27001

h Conduct and Monitor Information Security audits across India (POP, Data Centers and NOC)

h Preparation and updation of Network Assessment methodology

h Conduct contractual security deliverables review across for all Strategic Partners

RocSearch India Private Limited, Noida
Manager IT, 2007 to 2008
Responsibility included IT and Security Management for India and UK office, budget and ROI analysis and cost 
optimization. Policy and Procedure implementation for regulatory compliance. Further to implement ISMS and 
security controls and certify organization for SAS Type I and Type II audits.

h Handle independent responsibility of all Tech Compliance, Risk Management and Information Security Matters 
pertaining to Technology for both internal and client-facing Technology processes

h Owner of Annual Technology Compliance Process from Framework to Implementation to Review

h Custodian of all Risk Management / Information Security / Compliance Deliverables for Technology with 
complete end-end responsibility of IT • Compliance & Control functions including Regulatory / Legal 
Compliance (including Data Privacy / Data Protection) for both Support and clients

h Interpretation of Policies and understanding the implications on Technology / business

h Training, Communication and Information Dissemination to Users / IT professionals

h Understanding and adherence to Group IT Management Policy (CITMP), Tech Regulatory Guidelines for ITES 
environment, and Group Infosec Standards and their implications on tech environment

h Conduct Quarterly Self-assessment and structured Internal Peer Reviews within the IT Organization and ensure 
closure on the Corrective Action Plan

h Monitor, review and Oversee IT Security (Patch Management / Vulnerability Assessment / Technology Sweeps) 
Run periodic Infosec Administration programs on Centralized services like Internet, Email and Network 
Entitlements.
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Petro IT Limited, Gurgaon
Assistant Manager IT, 2005 to 2007
Responsible for maintaining and Securing IT infrastructure across multiple locations within India, Asia Pacific and 
Middle East. Budgeting, Planning, Purchasing and Deploying technology for Data and Voice users. Client and 
vendor coordination for the Business Center requirements.
Projects:   45 Days IT project at Punjlloyd Singapore, involving setting up of complete IT infrastructure, setting up 
security and operational policies and procedures. 
Complete IT setup from Budgeting Planning, procurement and deployment at Company project for business Centre 
at B3, Sector 32 Gurgaon, 17-18 Nehru Place and Bangalore.

h Organization readiness and gap analysis for standards like BS7799, ISO 27001

h Implementation of ISMS (Information Security Management System) and best practices for security at various 
operational levels. 

h Responsible for IT security steering committee and driving the security focus.

h Plan and conduct regular IT internal audits and Risk Assessment analysis for critical assets.

h Capacity Planning and deployment of Telecommunication Links, Internet and VPN

h Maintaining Lotus Notes Email Servers, Anti Spam Servers and Other Email Infrastructure

h Management of Microsoft Environment for Users and Servers

h Providing support for the software team for IIS and MSSQL based project management software

h Deployment of PGP encryption, Smart Tokens, Access Control

h Administering Siemens EPABX and other Voice resources like billing, PRI etc.

h Deploying and administering users using Group Policy

h Configuring and Maintaining several isolated networks using Layer 2/3 switches and Cisco Routers and 
bandwidth management tools and appliances.

h Develop plans for system access, monitoring and control to ensure company information is secure. Deploying 
internal controls to meet the requirements for security standards like ISO.

h Maintain system software, licenses, etc., recommend new or upgraded software based on investigation of 
performance- enhancing solutions

InterGlobe Technologies Private Limited, Gurgaon
Senior Network Engineer, 2004 to 2005
Responsible for Installation and Administration and Security of hosted environment for High Traffic low cost 
carriers (Air Deccan, Air India Express, Indian Airlines). Providing 24x7 Support / Installation / Monitoring / 
Troubleshooting of IT Infrastructure especially 

h Windows Servers Dell 2650, 2850, 6650 HP Proliant DL 560 and 380 External Storage Dell AX100 (NAS) and HP 
MSA 500 (DAS), with MS / MSSQL Cluster Technologies and proactive monitoring.

h Cisco 1700,2500,2700,3700,3825 Series Routers , Layer 3 Switches (CISCO 4500, D Link, Allied Telesyn)

h Cisco Pix 515e Firewalls, Host Based IDS/IPS

h Planning and Implementing backup and DRP strategy

h Making the CRS system 100% available using DNS load balancing and Microsoft Cluster.

h Team knowledge propagation. Conducting team knowledge sharing sessions for better performance.

h Achievement - established SMS alert for all the critical components to provide quality proactive monitoring.

h Responsible for 99.99 % SLA of the hosted environment and the WAN / VPN links which involves vendor 
coordination for Hardware and Link provisioning / SLA / Uptime guarantee.

h Site Scope Installation / Configuration / monitoring to ensure 99.99% link uptime

h Analyze IIS logs / MRTG / Site Scope Logs and prepare monthly MIS reports.

h Investigating and Resolving WAN bottlenecks.

h Planning and Executing Link Redundancy and DR Strategy.

h IP, NAT and ACL Configuration and Maintenance.

h Responsible for technical documentation, RFP, Audits, SLA, DRP and BCP. Developed and Deployed effective 
Disaster Recovery Plan for the mission critical services.

h Responsible to administer all InterGlobe domains and third party hosting, activities include email id creation, 
configuration, user management, web site production movement, backup tasks.

h Responsible to Install, Manage and Administer websites (Internet Booking Engines) on the remote hosted 
servers in Galileo, Denver USA, other activities include client and service provider coordination, uptime tracking, 
hourly/daily backup, Server Maintenance and log analysis.

h Remotely monitoring and managing the IT Infrastructure, Web Servers, Databases and Routers for Online Travel 
Company (www.conlinetravel.com).

Globesoft, Delhi
Network Engineer, 2003 to 2004
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P J Networks, Delhi
Trainee Network Engineer, 2002 to 2003

Professional Certifications

Project Management Professional (PMP), 2009
Project Management Institute

CERTIFIED INFORMATION SECURITY MANAGER - CISM, 2009
INFORMATION SYSTEM AUDIT & CONTROL ASSOCIATION (ISACA)

h MEMBERSHIP NUMBER - 524580
PASSED EXAM

CERTIFIED INFORMATIONS SYSTEMS AUDITOR - CISA, 2008
INFORMATION SYSTEM AUDIT & CONTROL ASSOCIATION (ISACA)

h MEMBERSHIP NUMBER - 524580
PASSED EXAM

INFORMATION SECURITY MANAGEMENT SYSTEM LEAD AUDITOR - ISMS LA (ISO 27001), 2008
IRCA CERTIFIED - DET NORSKEY VERITAS (DNV)
CERTIFICATE NUMBER - 16215

CERTIFIED ETHICAL HACKER - CEH (EC0-350), 2008
E C - COUNCIL
MEMBERSHIP NUMBER - ECC924139

IT INFRASTRUCTURE LIBRARY - ITIL V3.0 FOUNDATION (101), 2008
DPM GROUP - IT SERVICE MANAGEMENT 
CERTIFICATE NUMBER - 00031759

MICROSOFT CERTIFIED SYSTEMS ENGINEER - MCSE, 2002
MICROSOFT CERTIFIED PROFESSIONAL

h WINDOWS 2000
PASSED ALL EXAMS

CISCO CERTIFIED NETWORK ASSOCIATE - CCNA  640-607, 2002
CISCO
ID NUMBER - CSCO10566062

A+ CERTIFIED PROFESSIONAL, 2002
CompTIA
ID NUMBER - COMP001000288942

Training

Application Security and OWASP Top 10, 2009
MIEL e-Security Private Limited, Mumbai

h Two day hands-on workshop to introduce common security threats to web applications and their mitigation 
strategies. Cross Site Scripting (XSS), Parameter Injection, SQL Injection, Access Control and Error Handling...
Tools: WebScarab, Tamperdata

Project Management Professional PMP, 2008
QAI India Limited, Mumbai

h Five day Project Management Professional (PMP®) Certification Contact Training Program (PMP CTP), including

h Understanding of Project Management Framework

h Knowledge of Project Phases, Project life cycle, Project stakeholders, key general management skills, socio-
economic and environmental influences that can impact a Project.

h Project Management Knowledge areas of Scope, Time and Cost

h Supporting Project Management Knowledge Areas of Quality, Human Resources, Communications, Risk and 
Procurement
Knowledge of Project Integration Management and Professional Responsibilities of the Project Manager

Information Security Management System - Lead Auditor ( ISO 27001 ), 2008
Det Norske Veritas As (DNV), Mumbai

h 5-day full-time classroom-based ISMS Auditor/Lead Auditor course with the knowledge and skills required to 
perform audits of ISMS against ISO 27001, in accordance with ISO 19011 and EA 7/03, for certification by IRCA.

h Understanding of purpose of an information security management system and the processes involved in 
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h establishing, implementing, operating, monitoring, reviewing and improving ISMS as defined in ISO 27001, 
including the significance of these for ISMS auditors.

h Knowledge of control objectives and control defined in Annex-A of ISO27001.

h Understanding the purpose, content and inter-relationship of ISO 27001, ISO/IEC 17799, ISO 19011, ISO/IEC TR 
13335 Parts 1 and 2 (MICTS), ISO/IEC TR 18044, EA 7/03 and the legislative framework relevant to an ISMS. 
Students will also learn about the role of IRCA and the ISMS Auditor Certification requirements as specified in 
the IRCA/802 manual.
Learning the role of an internal auditor and the PDCA methodology of planning, conducting, reporting and 
following up an ISMS audit in accordance with ISO 19011 and the guidance criteria contained in EA 7/03. 

Ethical Hacking & Countermeasures, 2008
MIEL e-Security Private Limited, Mumbai

h The Certified Ethical Hacker 5 day Training explores the existence and the use of hacking tools and security 
systems across 21 topical domains. Within each domain, Participants were presented with several tools that a 
hacker can use, and which countermeasures are most effective against their use.

h Ethics and Legal Issues, Footprinting Techniques, Scanning, Enumeration, System Hacking, Trojans and 
Backdoors

h Sniffers, Denial of Service, Social Engineering

h Session Hijacking, CEH Hacking Web Servers, Web Application Vulnerabilities, Web Based Password Cracking

h SQL Injection, Hacking Wireless Networks, Virus and Worms, Physical Security, Hacking Linux, IDS, Firewalls and 
Honeypots

h Buffer Overflows, Cryptography
Penetration Testing Methodologies..

Information Systems Security - CISSP, 2007
AKS IT Services Private Limited, Noida

h 5 day instructor led training, explaining the fundamentals of information security with deep knowledge in all 
the 10 domain areas.

h Access Control Systems & Methodology

h Applications & Systems Development

h Business Continuity & Disaster Recovery Planning

h Cryptography

h Law, Investigation & Ethics

h Operations Security (Computer)

h Physical Security

h Security Architecture & Models

h Security Management Practices
Telecommunications & Network Security

Skills Training, 2002
Haryana Engineering College, Jagadhri
Modeling & Synthesis of Digital Circuits using VHDL

Summer Training, 2001
Radico Khaitan Limited, Delhi
Payroll & HRD Processing

Summer Training, 2000
PUNJ LLOYD Limited, Drlhi
Electronic Library Management System
Responsibilities include creating and managing of a library system to share data and documents. The different 
Business Units were connected Via Internet and the application was installed on the central server located at their 
Head Office. The application was developed in ASP/HTML with MSSQL database at the backend. The idea behind 
development of the application in asp was to make it Platform Independent so that any user irrespective of their 
OS can use the Library.

Education

POST GRADUATE CYBER LAW, 2009
Asian School of Cyber Law, Pune (India)
Fundamentals of Cyber Law,Ecommerce - Legal Issues,IPR & Cyberspace ,
Cyber Crime & Digital Evidence,Best Practices for Cyber Crime Investigation
Cyber Law - International Perspective
Result Awaited

BACHELOR Of TECHNOLOGY,  COMPUTER SCIENCE, 2002
Kurukshetra University,  Haryana (India)
Major Project - PC Interfacing of Electrical Devices 

Page 5 of 6



Minor project - Application Software using Visual Basic and SQL Server 
Percentage - 58.92 %

MATA JAI KAUR PUBLIC SCHOOL (12th), 1998
Central Board of Secondary Education, Delhi(India)
Percentage - 62.4 %

MATA JAI KAUR PUBLIC SCHOOL (10th), 1996
Central Board of Secondary Education, Delhi (India)
Percentage - 70.8 %

Affiliations

INFORMATION SYSTEM AUDIT & CONTROL ASSOCIATION (ISACA)
DELHI CHAPTER

INTERNATIONAL REGISTER OF CERTIFIED AUDITORS (IRCA)

PROJECT MANAGEMENT INSTITUTE (PMI)
DELHI CHAPTER

Volunteer

CSR Activities with Smile Foundation and Goonj
Active Participation in Blood Donation and Tree plantation Camps
Organization of National Level Technical Symposium, Azzaro 2002

Professional References

Mr. Pawan Kumar Singh (CISO , Tulip Telecom Limited)
Mr. Sreeram Srinivas (Q.A. Manager - Nippon Steel Singapore)
Mr. Uday Punj (Director - Chimes Group Limited)
Mr. Sanjay Dwivedi ( Executive Director - Petro IT Limited) 
Linked-In - http://www.linkedin.com/in/tgupta80
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